NH®OPMALIMOHHAA NMAMATKA

C KkaablM roooM MOJIOAEXU B MHTEPHETE CTaHOBUTbCHA GOnblue, a LIKOMbHUKM Of4HW U3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay TeM, TOMMMO OrpOMHOrO KONMYecTBa BO3MOXHOCTEN, UHTEPHET HeceT 1 Npobrembl.
OTa namsATka AormkHa noMoYb Tebe 6e30nacHo HaXoauTLCS B CETW.

KomnbloTepHble BUpyChI

KomnbloTepHbI BUPYC - 3TO PasHOBUAHOCTb KOMMBLIOTEPHbBIX MPOrpamm, OTNUYUTENBHON OCOBEHHOCTLIO
KOTOPOW SBNSIETCS CNOCOOHOCTb K pa3MHOXEHWI0. B gononHeHve K aTomy, BUPYCbl MOTYT NOBPEANTb MM MOJNTHOCTbIO
YHUYTOXWTb BCce annbl M [AaHHble, MOOKOHTPOSIbHbIE MOMb30BaTeNo, OT WMMEHU KOToporo Obina 3anyuieHa
3apaxxeHHasi mporpamMmMa, a Takke NoBPeAUTb UMK OaXe YHUHTOXUTb OnepauMoHHY0 CUCTEMY CO BceMu dhainamu B
uenom. B 6onbLUMHCTBE CriydaeB pacnpoCcTpaHATCA BUPYChl Yepe3 NHTEPHET.

MemoOdhbI 3aujumsi om 8pedOHOCHbIX MPo2pPaMMm:

1. Wcnomnb3yn coBpeMEHHble OnepauyOHHbIE CUCTEMbI, UMELMEe CepbesHbii YPOBEHb 3aliuTbl OT
BPEOOHOCHBIX Mporpamm;

2. MocToAHHO ycTaHaBnMBam nayTv (UudpoBble 3annaTky, KOTOpble aBTOMaTUYECKU yCTaHaBMnMBalTCH C
uenbio fopaboTku nporpaMmbl) U gpyrve OOGHOBNEHUS CBOEN onepauMoHHON cuctembl. CkauvBal WX TOMbKO C
odmumanbHoro canta paspabotunka OC. Ecnu cyllecTByeT pexmm aBToMaT4eckoro 0OHOBIEHWS, BKITHOYM €ro;

3. Pabotai Ha cBoemM KOMMbKOTEPE MOA NpaBaMu Nonb3oBaTens, a He agMUHMCTpaTopa. OTO He MO3BONUT
OONbLUMHCTBY BPEAOHOCHBIX MPOrpamMm UHCTaNIMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbLIOTEPE;

4. Vcnonb3yn aHTUBMPYCHblE MPOrpamMMHble MPOAYKTbl M3BECTHbIX MPOU3BOAMTENEN, C aBTOMAaTUYECKUM
o6HoBneHnem 6as;

5. OrpaHunyb usmyecknii JOCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NNLL;

6. Vicnonb3yi BHeLWHWE HOCUTenu nHdopMaummn, Takme kak dreLuka, guck unu dann n3 nHTepHeTa, TONbKO
13 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpblBa KOMMblOTEPHbLIE hainbl, MOMyYEHHbIE W3 HEHaOEeXHbIX WUCTOYHMKOB. [dae Te dhaunnsl,
KOTOpble npu1cran TBoW 3HaKOMbIN. Jlyylue yTo4YHU y HEero, oTNpaBnsn fv oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BuA nepefayvn [aHHbIX, HE TexHororusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackasa komnaHus 3apeructpuposana 6peHg "WECA", uto ob6o3Havano cnosocoveTaHume "Wireless Fidelity",
KOTOpbIV NepeBoanTCH Kak "becnpoBogHas ToYHOCTL". [Jo Hallero BpeMeHu gowna gpyras abbpesunartypa, Kotopas
ABMNAETCA TaKoW e TexHonornen. 1o abbpesnatypa "Wi-Fi". Takoe Ha3BaHue GbINO AaHO C HAMEKOM Ha cTaH4apT
BbICLLIEN 3BYKOBOM TexHukM Hi-Fi, 4To B nepeBoge o3HavaeT "Bbicokas To4HOCTL". [la, 6ecnnaTHbI MHTEPHeT-A40CTyN
B Kade, OTENsix M asponopTax SBNSETCH OTMMYHOW BO3MOXHOCTbK BbixoAa B WHTepHeT. Ho MHorve akcnepTsbl
cunTatoT, 4To 06wwenocTynHole Wi-Fi ceT He siBnsitoTcst 6e3onacHbIMU.

Coeemsi no 6e3onacHocmu pabomsi 8 o6wjedocmynHbix cemsix Wi-fi:

1. He nepepaBaii cBOW nu4YHyl0 WHGopMauuo yepe3d obwenoctynHble Wi-Fi cetn. Pabotas B Hux,
XernaTernbHO He BBOAMTb Naponu AOCTyna, NOrviHbl U Kakue-To HoMepa;

2. Vicnonb3yn n 06HOBMAW aHTMBMUPYCHbIE NporpaMMbl 1 6paHamayep. Tem cambiM Tbl 06e3onacuilb cebs ot
3aKaykv BMpyca Ha TBOE YCTPOWCTBO;

3. Mpw ncnonbsoBanunm Wi-Fi oTkmoumn dyHkumto "O6wmin goctyn k dpannam v npuHtepam”. [JaHHasa dyHKums
3aKpbiTa MO YMON4YaHWIO, OAHAKO HEKOTOPbIE NOMb30BaTENM akTUBUPYHOT ee Ans yaobcTea ncnons3osBaHus B paboTe
unn y4ebe;

4. He vicnonbayi nybnuuHbii WI-FI anst nepegaym nuyHbIX AaHHbIX, HAanpyMep Ansi Bbixoda B couuarnbHble
CETW UINK B 3NEKTPOHHYIO MOYTY;

5. Wcnonb3yih TonbKko 3awumiieHHoe coeauHeHne veped HTTPS, a He HTTP, T.e. npu Habope BebG-agpeca
BBOAM UMeHHO "https://";

6. B mMobunbHoM TenedoHe oTknoun dyHkumio "Mogkmiovenne k Wi-Fi aBTomatudeckn". He ponyckawn
aBTOMAaTMYEeCKOro NoakItoYveHnst yctponcTtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTu

CoumanbHble CeTU akTUBHO BXOOAT B HALUy XW3Hb, MHOTME Moau paboTatoT M XKMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH MWUNNMapg YerioBek, YTO SBMSIETCS OOHOW CeAbMOW BCEX XUTEMen MnaHeThl.
MHorve nonb3oBaTeny He MOHMMAOT, YTO MHOpMaLMS, pasMelleHHass MU B coLMarnbHbIX CETAX, MOXEeT ObiTb
HaaeHa n UCnonb30BaHa Kem yrogHo, B TOM Yncre He 06a3aTenbHO ¢ GrarMmm HamepeHUsiMu.

OcHoeHble cogemsbl 1Mo 6e3onacHocmu 8 coyuasibHbIX cemsx:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsx HE AOIMKHO ObiTh CryYamHbIX N HE3HAKOMbIX JHOAEN;

2. 3awuuan CBOK YacTHYHK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro POXOEHUS U
OPYIyH0 NUYHY0 MHpopMaLMio. 3MoyMbILLNEHHUKM MOTYyT UCMONb30BaTh Aaxe MHOPMauuo O TOM, Kak Tbl U TBOU
poauTenu NnaHnpyeTe NPOBECTU KaHUKYbI;

3. Sawumwar cBo penyTaumio - 4epXKu ee B YMCTOTe U 3adaBar cebe Bonpoc: xoTen Obl Thl, YTOOLI Apyrue
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaellb? MNogymai, npexae Yem 4To-To onybnukoBaTb, HanucaTb 1 3arpy3uTb;

4. Ecnu Tbl roBopuLb C NOAbMW, KOTOPbIX HE 3HAELLb, HE UCMONb3Yyl CBOE pearibHOe UMS 1 OPYry0 NUYHYHO
VH(OPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelleHuns cotorpacduin B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenvTb TBOE MECTOMOOXEHWE;

6. Mpwu perncTpaummn B coOunanbHON ceTn HEO6XOAMMO UCMONb30BaTh CIOXHbIE NAPONK, COCTOSLLME N3 BYKB U
uMdp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ons coumanbHoW ceTu, NoYThbl U ApYrMx cakToB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Torga ecnu
Tebs1 B3nomMatoT, TO 3M10YMbILLNIEHHUKU MONy4YaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCE Cpa3y.

OneKTPOHHbIE AeHbIN



OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIA cnocob MnaTexein, OfHAKO CYLLECTBYIOT MOLUEHHUKM, KOTopble
XOTAT NOMyYnTb 3TW AEHbIN. ONEKTPOHHbIE AEHbIMM MOABUNMCH COBCEM HEAABHO M MMEHHO U3-3a 3TOr0 BO MHOTUX
rocygapcteax 4O CUX MOP He MponucaHo Mpo HWX B 3akoHax. B Poccuun xe OHM (yHKUMOHMPYIOT M O HUX yxe
NponncaHo B 3aKOHe, FAe X pasfensdlT Ha HECKONbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B TOM, 4TO
@HOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBOAUTbL onepaumu 06e3 vaeHTudurKauum nonb3oBaTens, a B
HeaHOHUMHbBIX naeHTUdUKauns nons3oBartens ABndeTca obszatenbHon. Takke crnegyeT pasnuyaTb 3NEKTPOHHbIE
duaTtHble [eHbrM (paBHbl OCYOAPCTBEHHBIM BanTaM) W 3NEKTPOHHble HeduaTHble [eHbrn (He paBHbI
rocyapCTBEHHbIM BantoTam).

OcHoeHble cosembl o 6e3onacHoli pabome ¢ 3/1eKMPOHHbIMU OeHb2amu:

1. MpuBsHKM K cHETY MOBUIBbHBIM TeNedOH. ATO cambli yaoOHbIN 1 BbICTPbIA cNocob BOCCTAHOBUTL AOCTYN K
cueTy. lMpuBsA3aHHbIN TenedoH MOMOXET, ecnv 3abydellb CBOW MMAaTeXHbIM Naponb WM 3aifellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBa;

2. Vicnonb3yw opHopasoBble naponu. lMocrne nepexofa Ha yCUIeHHyl aBTopusauuio Tebe yxe He Oyner
yrpoXxaTb ONacHOCTb KPaXun Uiu nepexsarta nnaTexHoro napons;

3. Beibepu crioxHbIvi napons. MNMpecTynHukam 6yaeTt He NpPoCcTo yragaTb CROXHbIM Naponb. HagexHsle naponu
- 9TO Maponu, KoTopble cogepxaTt He MeHee 8 3HaKOB 1 BKNIOYAIOT B cebsi CTPOYHbIE N NPOMUCHbBIE BYKBbI, LIMAPLI U
HecKonbKO CMMBOJIOB, TakMe Kak 3HaK Jonnapa, dpyHTa, BocknvuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NYHbIE [@aHHbIE HA calTax, KOTOPbIM He JOBEpPSELlb.

AnekTpoHHas no4rta

OneKTpoHHas MoYyTa - 3TO TEXHOMNOrMa W NpPefocTaBnseMble €l YCMyrn no nepechinike W MonyyYeHuto
3MNEKTPOHHbLIX COOOLLEHNI, KOTOpble pacnpenensitoTcss B KOMMNbIOTEPHON ceTu. OBbIMHO 3MEKTPOHHBIA MOYTOBLIN
AWMK BbIMAAMT crnegylowmMm obpasom: MMSA_Nonb3oBatena@umsa_aoMeHa. Takke Kpome nepejadu npocToro
TeKcTa, MMeeTCs BO3MOXHOCTb nepefasaTh hannbl.

OcHoeHbIe coeembl Mo 6e3onacHoll pabome ¢ 35IeKMPOHHOU Mo4Ymou:

1. Hapo BbIGpaTb NpaBunbHbIN MOYTOBLIM CepBUC. B MHTepHeTe ecTb OrpoMHbIn BbIGOp GecnnaTHbIX
NMOYTOBBLIX CEPBUCOB, OAHAKO NyYlle [OBEPATb TEM, KOr0O 3HaeLlb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBah B NMYHOWM MOYTE  JIMYHYO  MHopmauuto. Hanpumep, nydwe  BbiOpaTb
"My3blkanbHbIn_aHaT@" nnm "pok2013" BmecTo "tema13";

3. Uicnonbk3yit aByxaTanHyo aBTopm3aumio. ATo Korga NoMUMO Napons HY>KHO BBOAMTL KO, MpUChINaeMblii no
SMS;

4. Bbibepu CrioxHbIvi naporb. [Onsi Kaaoro noyYToBOro flimka AOMMKeH ObliTb CBOW HALEXHbIN, YCTOMYMBBIN K
B31TOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMy CBOM NINYHBIA BOMNPOC, UCMOMb3YN 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HECKONMbKO MOYTOBBLIX AWMKOB. [epBbIf AN YacTHOW Nepenuckn ¢ agpecatamu, KOTOpbIM Thbl
[oBepsieLlb. OTO 3NEeKTPOHHbIN aipec He HaZo MCMoNb30BaTh NPY perucTpauumn Ha opymax n canTax;

7. He oTkpbiBa thannbl U Apyrme BOXEHUS B NUCbMax, Aaxe eCcrnv OHU NPULINNM OT TBOMX Apy3en. Jlydile
YTOYHW Y HUX, OTMPaBMsAny N oHn Tebe aTn annsl;

8. MNocne okoH4aHus paboTbl HA NOYTOBOM CEPBUCE MEper 3aKpbITUEM BKIAJAKU C CalTOM He 3abyab HaxaTb
Ha "Bbintun".

Kn6epOynnuHr unm BupTyanbHoe usgeBatenibCTBO

KnGepbynnuHr - npecnegoBaHue CoOOOLLEHUsSIMU, copepXaliMmMu OCKOpOneHusa, arpeccuto, 3anyrMBaHue;
XyTNWraHCTBO; coumanbHoe BONKOTMPOBaHME C MOMOLLBIO Pa3fnYHbIX MHTEPHET-CEPBHCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnMHrom:

1. He 6pocarica B 6oi. Jlydwmii cnoco6: nocoBeToBaTbCsl kak cebsi BECTU U, €Criu HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHa4arne ycrnokoutbcs. Ecnu Tbl HayHellb OTBeYaTb OCKOPONMEHUSAMU Ha OCKOpPOMeHusl, TO TOMNbKO
elle 6onblue pa3oxKellb KOH(IWKT;

2. Ynpaensn cBoew knbeppenytaunen;

3. AHOHMMHOCTb B ceTu MHMMas. CyLecTBYHOT CnocoObl BbIACHUTb, KTO CTOMT 38 @HOHUMHBIM aKKayHTOM;

4. He cTonT BeCTM XynuraHckui obpas BMPTyarnbHOW Xu3Hu. VIHTepHeT cukcrpyeT Bce TBOM OEWCTBUS ©
coxpaHsieT ux. Yganutb ux 6yaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogaln cBoto BUPTyarnbHYH YeCTb CMOJIOAY;

6. WrHopupyn eguHuudHbIA HeratuB. OpHOpa3oBble OCKOPOWTEmNbHbIE COOOLLEHMS Mydlle WUrHOPMPOBaTb.
O6bIYHO arpeccusi NpekpaLLlaeTcs Ha Ha4YanbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOOLLEHUSIMU, B COLMAlIbHbIX CETAX €CTb
BO3MOXXHOCTb OMOKMPOBKM OTMPaBKM COOBLLIEHUNI C OnpeaeNnieHHbIX aapecoB;

8. Ecnu Tbl cBugeTens knbepbynnvHra. TBom AeWCTBUSA: BbICTYNUTL NPOTMB NpecrnefoBaTtens, nokasatb emy,
YTO €ero AeWCTBMSA OLIeHMBAOTCA HeratuBHO, MOJAEepXaTb >KEpPTBY, KOTOPOW HyXHa MCMXonormyeckas nomoLlp,
COo06LLMTb B3POCHbIM O (hakTe arpeccrBHOIO NOBEAEHUS B CETW.

Mo6GunbHbIN TenedoH

CoBpeMeHHble cMapTOHbl 1 MMaHLWeTbl coaepxaTt B cebe BMonHe B3pOCHbli hyHKLUMOHAN, U Tenepb OHU
MOTyT KOHKypMpOBaTb CO CTauUMOHapHbIMU KoMMbioTepamu. OpHako, CpeacTB 3aliMTbl Ans NoAoOHbIX YCTPOWCTB
noka o4eHb mMano. TecTupoBaHUE U MOUCK YS3BMMOCTEN B HUX MPOUCXOOUT He Tak MHTEHCUBHO, kak ansa MK, To xe
camMoe kacaeTcd M MOOMIbHbIX NpunoxeHuin. CoBpeMeHHble MOOWMbHblE Opaysepbl yXe NpakTU4ecku AorHamm
HacCTONbHbIE aHanory, ofHaKko paclMpeHve (yHKLMoHana BreyeT 3a CobOoM GOonbLUY CMOXHOCTb UM MEHbLUYIO
3aLMLLEeHHOCTb. [laneko He Bce MpPOM3BOAUTENMN BbIMyCKaloT OOHOBMEHNS, 3aKpbiBalOLME KPUTUYECKNE YA3BMMOCTH
Ansi CBOMX YCTPONCTB.

OcHoeHble cosembl Osis1 6e3onacHocmu Mo6usbHO20 menegoHa:

Huuero He saBnsieTcs no-Hactosiwemy OecnnaTtHbiM. Byab ocTopoxeH, Beab koraa Tebe npegnaratoT
GecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKWE-TO MIaTHbIE YCIyr;

Oymaii, npexae Yyem otnpasute SMS, oTo nnu Buaeo. Tbl TOYHO 3HaeELLb, rAe OHU OyayT B KOHEYHOM uTOre?



Heobxoaumo 06HOBNSATL ONEepaLMOHHYH CUCTEMY TBOErO CMapTOHa;

Vcnonb3yn aHTMBMPYCHbIE NporpamMmmbl 419 MOOUMbHBLIX TENEMOHOB;

He 3arpyxaii npunoxeHus OT HEWU3BECTHOTO WCTOMHMKA, Bedb OHW MOTyT coepxaTb BpedoHOCHOe
nporpaMmMHoe obecneveHue;

[Mocne ToOro Kak Tbl BbIiAEWb C cawTa, rae BBOAWM NUYHYK MHOpMaLmMio, 3ainan B HacTporiku Bpaysepa n
yaanu cookies;

[Mepunopmnyeckn NpoBepsin, Kakne nnaTHble YCIryr akTMBMPOBaHbI HA TBOEM HOMEpE;

[aBaii cBon Homep MOBUMBLHOrO TenedoHa TOMbKO MAAM, KOTOPbIX Thl 3HaELLb U KOMY JOBEpPSeLLb;

Bluetooth gormxkeH GbITb BbIKMIOYEH, KOrAa Thl UM He nonb3yellbcd. He 3abbiBav MHorga npoeepsAThb 3T0.

Online urpbl

CoBpeMeHHbIe OHNaVH-Urpbl - 3TO KpacoYHble, 3axBaTbiBalOLLME pa3BreyeHnsi, 06 beanHSALINE COTHU ThICSAY
YernoBeKk Mo Bcemy Mupy. Mrpokm vccrnenytoT AaHHbI UM Mup, obialTca Apyr C APYroMm, BbIMOMHAT 3afaHus,
cpaxarTcs C MOHCTpamu 1 Norny4varoT onbIT. 32 y40BONbCTBME OHU MAATHAT: MOKyNnakT ANCK, onnavnBaoT aboHeMEHT
unu npuobpeTatoT Kakne-to onumn. Bece aTn cpeactea uayT Ha noaaepaHue v pasBUTUE UMPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCH CUCTEMbI aBTOPM3aLK, BbINyCKalTCs HOBble natyu (LmMdpoBble 3annaTtkv Ans
nporpamm), 3akpbiBalOTCA YA3BMMOCTU cepBepoB. B NOAoGHbIX wurpax CTOMT onacaTbCA He CTOMbKO CBOWX
COMNEPHMKOB, CKOMNbKO KPaXku TBOEro Napons, Ha KOTOPOM OCHOBaHa CMcTeMa aBTopu3aummn 6onbLIMHCTBA Urp.

OcHosHble cosembi 1o 6e30MacHOCMU M80e20 U2po8020 akKkayHma:

1. Ecnn pgpyron urpok BegeT cebsi nnoxo wnu co3gaet Tebe HenpuaTHOCTM, 3abMnoKMpyl ero B Cruvcke
UIPOKOB;

2. MNoxanyncs agMUMHUCTpPaTopaM Urpbl Ha NiOXoe NOBEeAEHMEe 3TOr0 Urpoka, XenaTernbHO NPUMOXNUTL Kakme-
TO AoKasaTenbCTBa B BMOE CKPVHOB;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpbl;

4. YBaxan apyrmx y4acTHUKOB MO WUrpe;

5. He yctaHaBnuBan HeoduumarnbHble Natym U MoAbl;

6. Ncnonb3yn CnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMYaTb aHTMBUpyc. [oka Tbl urpaellb, TBOW KOMMbKOTEP MOryT
3apasuTb.

DULIMHT UNKX KpaXa NMUYHbIX AaHHbIX

OOGbIYHOM KpaXen OeHer W OOKYMEHTOB CErOAHSA YXe HUKOro He YAMBMLIbL, HO C PasBUTUEM WHTEPHEeT-
TEXHOMOMMN 3MOYMbILUNIEHHVKN NEPEMECTUINNCL B MHTEPHET, U NPOAOIMKalT 3aHMMaTbesa "niobumebiM" genom. Tak
nosiBMnachb HoBas yrposa: MHTEPHET-MOLUEHHNYECTBA UMW OULLVHT, rMaBHas Lefb KOTOPOro COCTOUT B MOMyYeHUn
KOH(MAEHUManbHbIX AaHHbIX NOMb30oBaTenen - NOrMHOB M naponen. Ha aHrnuiickom si3bike phishing uitaetcsa kak
duwmHr (o fishing - peibHas noensi, password - naponb).

OcHoeHble cosembi 1Mo 6opbbe ¢ puwuHzoM:

1. Cnegwn 3a cBouM akkayHToM. Ecnv Tbl nogo3peBaelub, YTO TBOS aHkeTa Obina B3nomaHa, To Heobxoaumo
3abnoknpoBaTb €€ 1 COOBLLMTE aAMUHUCTPaToOpamM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Wcnonbayii 6e3onacHble Beb-canThbl, B TOM YUCre, MHTEPHET-MarasuHoB M NMOUCKOBbLIX CUCTEM;

3. Vcnonb3yn crnoxHble 1 pasHble naponu. Takum obpas3om, ecnu Tebsi B3NOMaroT, TO 3MOYMbILLIIEHHUKN
nonyyar JOCTYn TOMbKO K OAHOMY TBOEMY NPOUII0 B CETU, @ HE KO BCEM;

4. Ecnn Teb4 B3nomanu, To Heo6XxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0baBrneHbl y Tebs
B APY3bsX, O TOM, 4YTO Tebsa B3nomanu u, BO3MOXHO, OT TBOEro umeHn OyaeT paccbinatbCs cnam M CCbIIKM Ha
ULLNHIOBbIE CalThI;

5. YctaHoBu HagexHbI naponb (PIN) Ha MOGMMbHBIA TeNedoH;

6. OTkNtouM coxpaHeHve naponsi B 6paysepe;

7. He oTkpbiBa tannbl U Apyrme BOXEHUS B NUCbMax, Aaxe eCcrnv OHU NPULLNNM OT TBOMX Apy3en. Jlydile
YTOYHU Y HUX, OTNPaBAANN N1 OHM Tebe 3Tn dannei.

LindpoBas penyrauus

Lincbposas penytaums - 3To HeraTMBHasa unu NO3NTUBHas Hopmauma B ceTn o Tebe. KomnpomeTupytoLas
UHOpMauus, pasmeLleHHass B MHTEpHeTe, MOXeT cepbe3HbiM 06pa3oM OTpas3nTbCs Ha TBOEW peanbHON XXW3HW.
"LincbpoBas penytaums” - 3T0 TBOW MMUOXK, KOTOPLIA hopMupyeTcs U3 nHgopmaumm o Tebe B uHTepHeTe. TBoe
MECTO XUTENbCTBA, y4ebbl, TBOE (PUHAHCOBOE MONOXeHNe, 0COBEHHOCTN XapakTepa U pacckasbl 0 6nnM3kMx - BCe 3TO
HakannuBaeTcsi B ceTu. MHOrMe noapoCTKU NErkOoMbICIIEHHO OTHOCATCS K NybnuvkauuMum NUYHOW uHOopMauuu B
WHTepHeTe, He MOHMMasi BO3MOXHbIX MOCneAcTBUi. Tbl AaXe He CMOXellb gorafgaTbCs O TOM, YTo dhoTorpadus,
pasMelleHHasa 5 neTt Hasag, ctana npuYMHOM oTkasa MpuHATb Tebs Ha paboTy. KommeHTapuu, pasmelleHmne TBOMX
doTorpacun n apyrme OerUCTBUS MOTMYT HEe MCYE3HYTb [axe Mnocre TOro, Kak Tbl UX ydanuib. Thl He 3Haellb, KTO
coxpaHun 3Ty MHOpMauumio, nonana N OHa B MOWCKOBbIE CUCTEMbl U COXpaHurnachb N OHa, a [naBHOEe: 4TO
nogymarT o Tebe okpyxatolme noaun, KoTopble HangyT u yBUAAT 3TO. HanTu mHdopmaumio MHOro neT cnycTa
CMOXeT NMtobol - kak N3 obpbIx NOOYXAEHWI, Tak U C HAMEPEHUEM NPUYMHUTL Bped. OTO MOXET ObITb KTO Yro4HO.

OcHO8HbIe coeembl M0 3awume yugpoesol pernymayuu:

1. Mopymaii, npexae Yem 4YTO-TO NyGnMKoBaTh U NepeaasaTh y cebs B 6rore nnu B coumansbHom ceTu;

2. B HacTtpoiikax npocuns yCTaHOBW OrpaHWYeHUs Ha MPOCMOTP TBOEro Npoduns U ero COAepXMMOro,
caenan ero Tornbko "Ansa apysen”;

3. He pa3meluan n He ykasbiBar MHOpMaUuio, KOTopasi MOXET KOro-nmbo ockopobnaTe unm obvxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LUKOMNBbHMKN - aKTUBHbIE MOnb3oBaTeny LudpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HAOT, 4TO MONb30BaHME MHOTMMU BO3MOXHOCTAMU UMGPOBOro Mupa TpebyeT cobnogeHns npaB Ha
WHTENNEKTyanbHyld COOCTBEHHOCTb. TepMUH "MHTemnmnekTyanbHass COOCTBEHHOCTL" OTHOCUTCSH K pasfuyHbIM
TBOPEHMSIM YENIOBEYECKOr0 yma, HayMHasi C HOBbIX M300peTeHuin U 3HakoB, 0603HaYaloLWMX COBCTBEHHOCTb Ha
NpoayKTbl U YCMyru, U 3akaHumBasi KHAramm, otorpacpusiMm, KMHopunbMamm 1 My3blkanbHbIMU MPOM3BEAEHUSIMU.



ABTOpCKMe MnpaBa - 3TO MpaBa Ha WHTENnekTyanbHyl COOCTBEHHOCTb Ha MPOM3BEAEHUSI Haykwu, NuTepaTtypbl U
nckycctBa. ABTOPCKME MpaBa BbICTYNAOT B Ka4yecTBE rapaHTWM TOro, YTO WMHTENSEeKTyanbHbIN/TBOPYECKUA TPYA
aBTopa He OyAeT HanpacHbIM, AacT eMy CnpaBeAnvBble BO3MOXHOCTU 3apaboTaTe Ha pesynbTaTtax CBOero Tpyaa,
MonyYnTb W3BECTHOCTb W Mpu3HaHne. HukTo 6e3 paspelleHVMs aBTopa He MOXeT BOCMPOW3BOAUTL €ro
npovsBedeHne, pacnpocTpaHaTb, NyOrnMYHO AEeMOHCTpUpoBaTb, NpodaBaTb, MMMOPTUPOBATbL, MyckaTb B MpoKaT,
ny6nMyYHO MCMONHATL, NOKa3bIBaTL/UCNOMHATL B admpe nnu pasmeLlatb B VIHTepHeTe. cnonb3oBaHue "nuparckoro”
nporpaMMHoro obecrevyeHnss MOXeT MNPUBECTU K MHOIMMM puUCKaM: OT NOTepU AaHHbIX K TBOUM akkayHTam Ao
OMNOKMPOBKM TBOErO YCTPOWCTBA, rAe YCTaHOBMEHa HerneranbHasd nporpamma. He ctout Takke 3abbiBaTb, 4TO
CYLLECTBYIOT feranbHble n 6ecnnartHble nporpamMmmbl, KOTOPbIE MOXHO HAWTU B CETU.

O nopTtane

CeTeBMYOK.pdd - TBOW rMaBHbIA COBETYMK B CeTW. 3[4eCb Tbl MOXeLWb y3HaTb O 6e3onacHOCTV B ceTu
MOHATHBIM U AOCTYMHBIM S3bIKOM, @ MNPV BO3HWUKHOBEHWNW KPUTUYECKON CUTyauun obpaTtuTbCst 3a coBeToM. A Takke
MPUHATL y4acThe B KOHKYpCcax U cTaTb CamblM LIMPPOBbLIM rpaxkaaHnHom!



